MYHUIIUTTAJIBHOE BIOJDKETHOE YUPEX/JIEHUE
JIOTTOJIHUTEJIBHOI'O OBPA3OBAHUA CITOPTUBHAS LLIKOJIA
Ne STOPOJJIA CTABPOIIOJIA (MBY 1O CII Ne 5 r. CtaBpononsi)

[TIPUKA3

fﬂ,ﬂ/z’, 2025 r. CTaBpo1nob Ne 7 - 0On
[TIPUKAS3

O6 yTBepXJAEHHHM MOJIeJIM Yrpo3 W MOJENU HapyllieHus 0e3oracHocTH
MH(pOpMaLUH

Bo wucnonnenue ®egepaibHbIX 3aKOHOB Poccutickoit  ®Depnepaunu
oT 27.07.2006 No 149-03 «O6 Hud)ogMauun MH(POPMALIMOHHBIX TEXHOJIOTIUSX
M 0 3auure HHbOpMaUmuy, 07.2006 Nel152-®3 «O nepcoHanbHbIX
NAHHBIX» M NPOYMX HOPMATUBHBIX HOKYMEHTOB IO 3alllUTe HHPOPMaLMH,
a Takxke C Leaplo olecneyeHusi O€30MaCHOCTU MNEPCOHANbHBIX JaHHbLIX
B MbY /1O CIII Ne 5 r. CraBporiost

ITPUKA3BIBAIO:

1. YTBepauTe U BBecTH B JelcTBMe Mogenb yrpos 4 MoAelb
Hapywurens Oe3zonacHocth wuHpopmauuu B MBY JIO CHI Ne 5
r. CraBponosist cornacHo [Ipunoxenuo.

2. Hactossmuii mpuka3 goBecTH 10 paOOTHUKOB, OCYLICCTRISIOIUX
00paboTKy IepcOoHalbHbIX JIaHHBIX B HH(MOPMALMOHHBIX CHCTEMaX
nepcoHanbHbIX AaHHbIX B MBY 210 CIL Ne 5 r. CraBpomnos.

3. KonTpoJtb 32 yesrormre

bé% T.B. Ilasnosa

AL.A. 3emisHas
M. 1. Ocunosa

(3.2, 3eMI0Ba

Hcn. [Nassiosa T.B.

B neno Ne
.2025



[Tpunoxenue
k mpukazy MbY J10 CLL Ne 5

or 75 pfr2025 e I o

L}
Mozeib Yrpo3 1 MOJZiejib Hapy LK TEs 6e30MacHOCTH MH(OpMaII1K

1. O01ee MONOXKEHUE

1.1. Hacrosmas Mojenb yrpo3 0e30macHOCTH TMEPCOHATBHBIX IAHHBIX
(nanee - Mojiesib)  COACPKHUT CHCTEMATH3UPOBAHHBIA  TI€pedeHb  YIpos
6e30MacHOCTH MEPCOHATbHBIX JIaHHBIX NPH UX 06paboTke B MHPOPMALIMOHHOI]
cucTeMe [E€PCOHAIbHBIX  JAaHHBIX (nanee - UCI1/{n)  MyHHLMIAIBHOTO
GIOKETHOTO YUPEKICHHS JIOTOTHHTEIBHOTO 00pa30BaHus CIOPTHBHAS IIKOJIa
Ne 5 roposna CraspomnoJis (nanee - Vupex/eHue). YKasaHHble yrpo3bl MOIYT
HCXOAUTh OT HCTOYHMKOB, HMMEHOMIKNX AHTPOINOTEHHbIH, TEXHOTEeHHbIN
¥ CTUXWHHBIM XapakTep H BO3JCHCTBYIOWIMX Ha YA3BUMOCTH NUCI I,
XapakTepHble 18 [IaHHOH UCII/In, peanusys TeM CaMbiM  yTpO3bl
“H(GOPMAIIMOHHON 6€301acHOCTH.

1.2. B Mongenu pgaercs 0000LIEHHOE ONHCAHHE NUCI1[H, cocTas,
KaTerOpHM M MpeAronaraeMbii - 00beM 00pabaThIBaGMBIX  MEPCOHATBHbIX
nannbIx (ganee - [1J1H) ¢ moceytouei knaccupukauneid MCIT/IH.

1.3. Monenb OmuchiBaeT MOTEHLMAIbHOIO HapyLIMTE]s ©e30MacHOCTH
Mg # TOAXOAbl IO ONPEIENCHHIO aKTYalbHOCTH YIpo3 € VUETOM
BO3MOYKHOCTEH HApYLIUTENsi X 0OCOOEHHOCTEH xonkpetnoit MCITH.

1.4. HacTosiuuii JOKYMEHT COCTABJIEH B COOTBETCTBHMH CO CJIC/YH UMMM
NeACTBYIOIMMH HOPMAaTHBHO-METOAMYECKUMH  JOKYMEHTaMi 11O 3aLUTe
MepCOHATBHBIX TaHHbIX:

Vxa3s Tpesunedra Poccuiickoit ®enepaiu 0T 17.03.2008 Ne 351 «O
Mepax IO OOecrneueHUro MHPOPMALMOHHOK 0€30MacHOCTH Poccuiickon
denepalMyd MpU HMCHOIb30BAHUH MH(GOPMALIMOHHO-TENEKOMMY HUKALIHOHHbIX
ceTeil MeXIyHApOAHOr0 HHPOPMALIMOHHOTO oOMeHa»;

®egepanbhblit 3akon or 27.07.2006 No 149-®3 «O06 wundopmalin,
1H(GOPMALMOHHBIX TEXHOIOTUAX U O 3aILHUTE yHbOpMaLUn;

denepanbhblit 3ak0H 0T 27.07.2006 N 152-®3 «O mnepcoHanbHbIX
JI@HHBIX?; _

®epepanbHblii 3ak0H o1 07.05.2013 Ne 99-03 «O BHECEHWH U3MEHEHWH
B OTZelbHble 3aKOHOJATE/lbHble aKThl Poccuiickod Qenepauuu B CBA3M
C MpUHATHEM (QeaepalbHOro 3aKoHa «O patudukaunn Kompenuuu Coseta
Esponbl. O 3amure (Qu3n4ecKux JIMIL MPH ABTOMATH3MPOBaHHOW 00padoTKe
IepCOHANbHBIX AAHHBIX» U (pe1epajlbHOro 3aK0Ha «O mepcoHalbHbIX JaHHBIX?;

[Toctanosnenue [IpaputensctBa Poccutickoit denepanun oT 01.11. 2012
Ne 1119 «O6 yrBepsk/1eHnH TpeOOBaHUH K 3alIMTE NE€PCOHATIBHBIX JIAHHBIX npu
ux 06paboTke B MHPOPMALIMOHHBIX CHCTEMAX [1€PCOHANIBHBIX JIAHHDIX),

[lepeueHb Mep, HalpaBleHHbIX  Ha obecrnieueHue  BbIIIOJHEHHUA
006g3aHHOCTEH, TIPeNyCMOTPEHHBIX DeepalbHbiM 3aKOHOM «O mepcoHaNLHBIX



JAHHBIX» W TPUHATBIMA B COOTBETCTBUUM C HUM HOPMATHBHBIMH TPABOBBIMHU
aKTamH, oTepaTopamu, SBIISIOIIUMUCS rOCy/IapCTBEHHBIMU 170031
MYHUIIATIATFHBIMU OPTaHaMHU, YTBEPKACHHBIN mocTaHoBIeHueM [IpaBurenscTBa
Poccuiickoit @eaeparuu ot 21.03.2012 No 211;

[lopsimok  mpoBeneHus knaccuukanuu WHPOPMAIMOHHBIX  CHUCTEM
NEPCOHANBHBIX JaHHBIX, YTBepkAeHHbIM mpukazoM DOCTOK Poccun, OCbh
Poccum u  Munundopmcssazu  Poccunm ot  13.02.2008 Neo  55.86.20
(3apeructpupoBan  Munioctom Poccum  03.04.2008, peructpanioOHHbBIN
Ne 11462);

[Tonoxxenue o pa3paboTKe, MPOU3BOJCTBE, peaM3alliid U IKCILTyaTalluu
mHUppoBaNbHbIX  (KpunTorpadUyeckux) CpelICTB  3allUThl  UHPOPMALHUU
(ITonosxxkenne  IIK3- 2005), yrBepkaeHHoe mnpukazom @OCB Poccun
or 09.02. 2005 Ne 66 (3apeructpupoBan MuntoctoMm Poccuu 03.03.2005
peructpanmoHHbid Ne 6382);

TumoBbie  TpeOOBaHMS ~ TO  OpTraHM3alUd M OOECICYCHHIO
GYyHKIMOHUpPOBAaHMUS  IHUQPPOBaJIbHBIX  (KpunrTorpaduyeckux)  CpPEICTB,
NpeIHa3HAYCHHBIX Ui 3allUThl WH(QOpMAIMK, HE cojaepkaield CBEeICHUH,
COCTaBJISIIOIIMX TOCYAapCTBEHHYIO TaiiHy, B ClIydae WX HWCIOJIB30BaHUS IS
oOecrniedeHns: 0O€30MAaCHOCTH TEPCOHANBHBIX JAHHBIX MPH WX 00paboTKe
B MH(OPMAIIMOHHBIX CHCTeMax MepcoHalbHbIX AaHHBIX (DPCB Poccum, Neo
149/6/6-622, 2008);

Meronuueckue peKOMEHAAlMM 10  O0ECIEeUeHHUI0 C  MOMOIIbIO
KPUIITOCPEJCTB O€30MaCHOCTH TEPCOHAJBHBIX MaHHBIX NMpPU HUX 00paboTKe B
UH(POPMAIIMOHHBIX CHCTEMax TMEePCOHANBHBIX JAaHHBIX C HCIOJIb30BAaHUEM
cpeacts aBromatusanuu (PCH Poccun, Ne 149/5-144, 2008);

Meronuka  ompeneneHus aKTyallbHBIX  yIpo3 6e3omacHoCTH
NEePCOHANBHBIX JAHHBIX TMPU HX 00paboTke, B MH(POPMAIIMOHHBIX CHCTEMaX
nepcoHaNbHBIX JaHHBIX (yTBepxkaeHa 14.02.2008 3amectutenem ampeKTopa
OCTIK Poccun);

ba3oBas Mozens yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPU HUX
o0paboTke, B HH(MOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX  JAHHBIX
(yrBepxknena 15.02.2008 3zamecturenem qupextopa @CTIK Poccun);

CoctaB u cojaepKaHHE OPraHU3alMOHHBIX U TEXHUYECKUX Mep IO
oOecrieueHnt0 0€30MAaCHOCTH TEPCOHANBHBIX JAHHBIX TpH HX 00paboTke
B MHQPOPMAIMOHHBIX CHUCTEMaxX T[EPCOHAIbHBIX JAaHHBIX, YTBEPIKICHHOE
npukazom gupextopa PCTIK Poccum ot 18.02.2013Ne 21;

TpeGoBanuss o  3ammre  wWHPOpMANMH, HE  COCTABIISIOMICH
FOCYJapCTBEHHYIO TaiiHy, coaepKalencs B rOCYyAapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTeMaX, yTBepxkaeHHbie mpukazom PCTIOK Poccum ot

11.02.2013 Ne 12.

2. TepMUHBI 1 OTIpeICTICHUS
2.1. B mactosmem [lomoxkeHUn NTPUMEHSIOTCS CIEAYIOMNUE TEPMUHBI
Y OTIpEJICIICHUS:



APM - aBromMaTu3npoBaHHOE paboyee MeCTo;

NP - undopmanmonHslii pecypc;

NCIIIn - nHdopMallMOHHAS] CUCTEMA MEPCOHANIBHBIX JaHHBIX;
K3 - koHTponupyemas 30Ha;

I1/IH - mepcoHanbHbIC TaHHBIE;

[10 - nporpaMMHOe 0OecrieueHue;

IITC - nporpaMMHO-TEXHUYECKHUE CPEJICTBA;

[I9MUH - no6oyHbIe 37€KTPOMArHUTHBIE U3TYUYEHUS U HaBOJKH;
C3U - cpencTBa 3auThl HHPOPMALIUK;

CK3MU - cpenctBa kpunTorpa@uueckoit 3auTsl HHGOpMAIIIK;
OCBb - OenepanbHas ciyx6a 6€30MaCHOCTH;

®CO - denepanbHas Ciryx)0a OXpaHbI;

OCTOIK - denepanbHas ciiyk0a M0 TEXHUYECKOMY U IKCIIEPTHOMY

KOHTPOJIIO.
3. Xapakrepuctuka 00bekTa nHbOpMaTU3aIuu

3.1. B Yupexaenuu cymectBytot ciaeaytomue turbsl MCIn:

UCTIln BeneHus OyXraaTepcKOro Yyd4eTa, YIPaBICHHS MEPCOHATIOM,
pacueta 3apaboTHO TiaTel OpraHu3anuu;

UCTIdn nepenaun wuHpopmanuu, B ToMm uyucie IIJIn, B wnemsax
ucronHeHus: GenepaibHbIX 3aKOHOB.

B kadectBe 00BbekTa MH(pOpMATH3AMK Y UPEXKICHUS BBICTYAIOT:

aBTOHOMHBIE aBTOMAaTU3UpPOBaHHbIe paboune mecta (APM);

JIOKaJIbHBIE BEIYMCIUTEIBHBIE CETH.

3.2. BRBog mepcoHanbHBIX JAHHBIX OCYIIECTBISIETCS KakK C OyMa)KHBIX
HOocHTeNeH (Hampumep, MOKYMEHTOB, YAOCTOBEPSIOIIMX JIMYHOCTh CyOBEKTa
[1/11), Tak 1 ¢ 3JIEKTPOHHBIX HOCUTENIECH nH(popMaruu.

3.3. UCITln mpenmosararoT Kak pacrpeneneHuyo (Ha APM), tak wu
IIEHTPATM30BaHHYIO (Ha BBIJCICHHBIX (halJIOBBIX CEpBEpax CeTH) o0paboOTKy U
xpanenue [1/1H.

3.4. llepconanbHble naHHBIE CyObEeKTOB IIJ[H MOTryT BBIBOAWUTHCA U3
UCIIIH ¢ uenpto nepeaadyn NePCOHANbHBIX JAHHBIX COTPYAHUKOB Y UpPEKICHHUS,
KaK B 3JIEKTPOHHOM, TaK U B OYyMa)KHOM BUJIE.

3.5. Koutponmupyemoit 3oHoit  (K3) UCIIIn sBustorcs 3maHus U
OTACNBbHBIE MOMENIeHHUs. B mnpenenax KOHTPOJIUPYEMOW 30HBI HAXOASATCA
pabouue MecTa MOJb30BaTENC M MeCTa XPAHCHHs apXWBHBIX KOMUN JTaHHBIX,
CepBEphI CUCTEMBI, CETEBOE U TEJIEKOMMYHUKalMoHHOe obopyaoBanue UCII/H.
BHe KOHTponupyeMoOW 30HBI HAXOIATCA JIMHUM I€peladd JaHHbIX W
TEJIEKOMMYHHKAIIHOHHOE o0opyaoBaHue, UCIIOJIB3YEMOE JUTS
MH(POPMAIIMOHHOTO OOMEHa TO CETSM CBSI3M OOIIETO TMOJb30BaHUA M (WIIH)
CETSIM MEXIYHAPOTHOTO WH(OPMAITMOHHOTO OOMEHa.

4. CocraB, KaTeropuu U 00bEM MEPCOHATBHBIX JJAHHBIX, ONpPE/IEICHUE
YPOBHS 3aIUILEHHOCTH NEPCOHATIBHBIX JaHHBIX

4.1. Ha ocHOBe xapakTepucTUK U ocoOeHHocTel ucnoib3dyeMbix UCIIIH
U 00pabaThiBa€MbIX B HUX NEPCOHAIBHBIX JAHHBIX MEPCOHAIbHBIC JaHHBIC



cyorexktoB II/lH, oOpaOaTeiBatoTcs B  YUpexaAeHUM HH(POPMALUOHHOM
cucTeMou, oopabaThiBarolel 00IEIOCTYITHbIE IEPCOHAIBHBIC TAHHBIC, a TAKKE
CUCTEMOM, 0OpabaThIBalONIel HHBIE KATErOpUHU MEPCOHAIBHBIX JIAHHBIX.
CrneunanbHble KaTeropud MEPCOHANBbHBIX JIaHHBIX U OHMOMETpUYECKHUE
nepcoHanbHblie nanubie B UCII/In Yupexxnenus He oOpabaThIBatoTCs.

4.2. lna UCIIAH YupexIeHus akTyajdbHbl YIpo3bl 2 TUIA - YIpO3bl,
CBSI3aHHBIE C HAJMYUEM HEJOKYMCHTUPOBAHHBIX (HE JIEKJIapUPOBAHHBIX)
BO3MOXKHOCTEW B MPUKIATHOM IPOrpaMMHOM OOECIEYEHUH, UCIOJIb3yEMOM B
uHopmanmonHor  cucteme. CorjacHoO MOANYHKTY «O» myHkra 11
«TpeboBanuii K 3amUTe NEPCOHANBHBIX JAaHHBIX MpU HUX 00paboTKe B
UH(POPMAIIMOHHBIX ~ CUCTEMax MEepPCOHANbHbIX AaHHbIX» ana  HCIIn
VYupexaenuss obecrieunBaeTcsi 3-Uil ypOBEHb 3aIIMILEHHOCTH MEPCOHAIBHBIX
JAHHBIX IpH UX 00paboTKe B MHPOPMALIMOHHOM CHUCTEME.

5. CriocoObl HapyIICHUST XapaKTEPUCTUK OE30MTaCHOCTHU MEPCOHATBHBIX JaHHBIX

5.1. Ucxons w3 mepedHs TMEepCOHAIBHBIX JaHHBIX, 00pabaThIBaeMbIX B
NCTI[IH, cymecTBylOT CJeAylolue CrocoObl HapyHIeHUS XapaKTEePUCTHK
6ezomnacuoctu [1/1H:

XUIIEHUE  TMEPCOHAIBHBIX  JAHHBIX  COTPYJHHUKAMH  MOPEANPUATHS
JUIS1 UCTIOJIb30BAHMS B KOPBICTHBIX LIEJISIX;

nepegaya  (pUHAHCOBOW,  aJpEeCHOW, IOPUAWYECKOM W MpodUei
uHpopmanuu o cyorekte [1/IH TpeTbum nuiam;

HECAaHKIIMOHUPOBAaHHOE  MYOJWYHOE  pas3rjalieHue  MEePCOHAIBHBIX
JNAHHBIX, CTABIIMX U3BECTHBIMU COTPYIHUKAM MPEINPUSATHS;

HECaHKIIMOHUPOBAHHOE MOJIyYEHHUE MEPCOHANBHBIX JAHHBIX
TPETHUMH JIULIAMU;
YHUYTOKEHHUE (hHUHAHCOBOM, aJpECHOM, IOPUINYECKOMN 51

npouei napopmaruu o cyonrekre I1/1H;

Moaudukanys (UHAHCOBOW, aJIpEeCHOH, IOPUIWYECKOM W TIpouei
uHpopmarmu o cyorekte [1/1H;

OnoxkupoBaHue (PUHAHCOBOW, AaJAPECHOM, IOPUAUYECKON © Tpouei
uHpopmarnmu o cyorekre [1/1H;

BBOJ HEKOPPEKTHOW (UHAHCOBOW, AaJpPECHOW, IOPUAMYECKOU W
npoueit napopmaruu o cyonrekre I1/1H;

nepenaya HEKOPPEKTHOW (DMHAHCOBOHW, aJpeCcHOM, IOPUIUYECKON W
npoueid nHpopmaruu o cyorekte I1/1H;

UCKaKeHne apxuBHOU nHopmaiuu o cyonrekry [1/1H;

YHUYTOXKEHHE apXUBHOUN MH(popMannu no cyobekty [1aH.

6. Yrpo3b1 6€30macHOCTH IEPCOHATBHBIX JJAHHBIX, TTPH UX 00paboTKe
B MH(QOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX

6.1. IToq yrpo3amu 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX TIPH UX
o0pabotke B UCII/IH moHuMaercss COBOKYIHOCTb YCIOBUM U (PaKTOpOB,
CO3JIAI0IINX MOTEHIMAIBHYIO WIH pPEAJbHO CYIIECTBYIOIIYIO OMAacHOCTD,
CBSI3aHHYIO C yTE€UKOW HHpopManuu U (WIM) HECAaHKIMOHHUPOBAHHBIMHU U



(unu) HempeaHAMEpPEHHBIMU BO3JIEUCTBUSAMU Ha Hee. Takum oOpazoMm,
yrpo3bl Oe3onacHoctu [IJIH mpu ux ob6padorke B UCIIIH moryT ObITH
CBA3aHbl KaK ¢ HenmpeaHaMepeHHbIMU aeicTBusaMu nepconana MCII/IH, tak
U CO CIEIUaJIbHO OCYIIECTBISIEMBIMU HEMNPABOMEPHBIMH JICHCTBUSIMU
OT/AEJBHBIX OPraHU3alui U TPAXKJIaH, a TAK)KE UHBIMH MCTOUYHUKAMU YIPO3.
HenpaBoMepHble [E€UCTBHS MOTYT HCXOAUTh TaKXE M OT COTPYJIHUKOB
YupexnaeHuss B Cciaydae, KOrJa OHHM pPacCMaTpPUBAIOTCS B KaueCTBE
MOTEHIMAJILHOT0 HapyuTess 6e3omacHoctu [1J1H.

6.2. B nensax ¢GopmMupoBaHHUs CUCTEMATHU3UPOBAHHOIO MEPEUHS Yrpo3
6e3onacHoctu [1/In mpu ux obpadborke B UCIIJIH u pa3paboTke Ha UX OCHOBE
YACTHBIX (JE€TaTU3UPOBAHHBIX) MOJIEJIEH MPUMEHHUTEIHFHO K KOHKPETHOMY BUIY
NCTIH, yrpo3sl Oe3omacHocTu mnepcoHaidbHbiM AaHHbIM B MCII[IH MoxkHO
KJIACCU(PUITUPYIOTCS B COOTBETCTBUM CO CIEIYIONMMHU MPU3HAKAMU

10 BHUJIaM BO3MOXHBIX UCTOYHUKOB YIpo3;

no tunty MUCIIJIH, Ha KOTOpbIE HampaBJieHa peanu3aius yrpos;

o BUITY HapymaeMoro CBOMCTBA uHopManuu (Bumy
HECaHKITMOHUPOBAHHBIX JICHCTBUM ocymiecTBIsieMbIX ¢ [1/1H);

1o crnoco0aM peaan3aluu yrpos;

10 UCIOJb3yEMOM YS3BUMOCTH;

10 0OBEKTY BO3/ICHCTBUS;

Hnsa UCIIH cymecTBYIOT cleayrone KiIacCchl yrpo3 0e30macHOCTH
IT1H.

6.3.Ilo BuAgamM BO3MOXHBIX HCTOYHHMKOB YIrpo3 0€30MacHOCTH
NEPCOHANBHBIX TAHHBIX:

yIpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMM WJIM HENpeaHAMEpPEHHBIMU
neucTBusIMU ul, umeroruMu noctyn k P UCII/H, BKiIto4as moiab30BaTesiei,
peanuzyromue yrpossl HenocpeactseHHo B UCII/H;

yIpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU WJIM HENPEIHAMEPEHHBIMU
nerctBusaMuU Jnll, He uMmeromux goctyna Kk UCIIH, peanusyronme yrpo3sl u3
BHEITHUX CETEH CBSI3M OOIIEro MOJb30BAaHUA U (WIIM) CETed MEXTYHApPOIHOTO
MH(GOPMAIIMOHHOTO 0OMEHa;

yIPO3bl, BO3HMKHOBEHHME KOTOPBIX HAaNpPsIMyK) 3aBUCUT OT CBOWCTB
TeXHUKHU, uctonbzyemoit B UCII/IH;

yIpO3bl, CBSI3aHHBIE CO CTUXUUHBIMU IPUPOIHBIMU SIBIICHUSIMU.

Kpome »3r1oro, yrpo3sl MOryT BO3HHUKAaThb B pe3yJbTaTE€ BHEIPCHUS
arnmapaTHbIX 3aKJIaJIOK U BPEJOHOCHBIX TPOTPAMM.

6.4.1lo crtpykrype MUCII[lH, Ha KOTOphlE HampaBleHa YTrpo3a,
HEO0OXO0IMMO paccMaTPUBATh CICTYIONINE KJIACCHI yTPO3:

YIPO3bI 0e301MacHOCTH NaHHbIX,  oOpabaTeiBaembix B MCIIJIH
Ha 6a3e aBTOMaTU3WPOBAHHBIX PAOOYHX MECT;

YIPO3bI 0e30macHOCTH JNaHHbIX,  oOpabateiBaembix B MCIIJIH
Ha 0a3e JIOKaJIbHBIX HH(POPMAILIMOHHBIX CUCTEM.

6.5. [Io cmocobam peanu3anuu yrpo3 BBIACISIOT CICAYIOIIME KIacChl

yrpo3:



yIpo3bl, CBSA3aHHBIE C HECAHKIIMOHUPOBAHHBIM AocTynoM K I[I/IH (B ToMm
YHUCJIe YTPO3bl BHEJIPEHHUS BPEIOHOCHBIX IPOTPaMM);

yrpo3bl yTeuku [IJ[H mo TeXHMYECKMM KaHalaM yTeUKd WHPOpMAIuu
(TKYN);

yrpo3bl cliennaIbHbIX Bo3aeiicTBuii Ha UCII/H.

6.6. [lo BuIy HECAHKIIMOHUPOBAHHBIX JEUCTBUM, OCYIICCTBISEMBIX C
NEPCOHAIBHBIMU JJAHHBIMU, BBIJICIISIETCS CIEAYIOUINAN KIIacC Yrpo3:

yrpo3bl, MPUBOJAIINE K HapylieHuto KoHpuaeHumaisHoctu [1J[H
(KOMUPOBAHUIO WJIM  HECAHKIMOHUPOBAHHOMY  PACIpPOCTPAHEHUIO), TpHU
peanu3alnri KOTOPhIX HE OCYIIECTBIISIETCS HEMOCPEICTBEHHOIO BO3/ICMCTBUS Ha
coziepkaHue HH(POpPMaLIUU;

yIpO3bl, NPUBOJAIINE K HECAHKIIMOHUPOBAHHOMY BO3JCHCTBUIO Ha
cojiep>)kaHre UHQPOpPMAIUU, B Pe3yJbTaTe KOTOPOro MPOUCXOIUT U3MEHEHUE
JAHHBIX WM UX YHUUTOXKECHUE;

yIpO3bl, MNPUBOJAIINE K HECAHKIMOHUPOBAHHOMY BO3JCHCTBUIO Ha
MpOrpaMMHBbIE WK TIporpamMMHo-annapaTHbie s1eMeHTsl UCII/IH, B pe3ynbTaTe
KOTOPOT'O OCYIIECTBIIACTCS OJIOKUPOBAHUE JTAHHBIX.

6.7. Ilo ucmonab3yemMoil ysI3BUMOCTH BBIJICJISIIOTCS CJICAYIOIIUE KIIACChI
yIpo3:

yIPO3bl, pEaqu3yeMble C HCIOJb30BAHUEM YSI3BUMOCTH CHUCTEMHOTO
nporpamMmmHoro ooecneuerus (I10);

YTPO3Bbl, peaIM3yeMbI€ C UCIIOJIB30BAHUEM YSI3BUMOCTH NpukiaaHoro I10;

yIpO3bl, BO3HHUKAIOIIME B PE3yJbTATE€ MCIOJIb30BAHUS YSI3BUMOCTH,
BbI3BaHHOU HanuuueMm B MCII/IH annmapaTHOM 3aKiagKku;

yIPO3bl, pPEaTu3yeMble C HCIOJB30BAaHUEM YA3BUMOCTEH IPOTOKOJIOB
CETEBOT0 B3aMMOCHCTBUS M KaHAJIOB Mepeadyu JaHHbIX;

yIpO3bl, BO3HHUKAIOIIME B PE3yJbTATE€ MCIIOJIb30BAHUS YSA3BUMOCTH,
BBI3BAaHHOM HEJIOCTATKaMU OpPraHU3aIMH TEXHUYECKOW 3alllUThl UH(POPMAIIUU OT
HECAHKIIMOHUPOBAHHOTO JI0CTYTIA;

yTPO3HI, peanusyemMble C VICIIOJIb30BAHUEM ySI3BUMOCTEH,
00yCIIOBITMBAIOIINX HATHYNE TEXHUYECKUX KaHATIOB yTeUKH HHPOPMAIUH;

YIPO3Bbl, pEAIU3YEMBIEC C UCIOJIB30BAHUEM YSA3BUMOCTEU CPEICTB 3aIUThI
UHGOPMAIIHH.

6.8. [To 00BeKTy BO3ACHCTBHS BBIACISIIOTCS CIIEAYIOIMIUE KIACChl YIPO3:

yrpo3sl 6e3omacHoctr [1/1H, oOpabaTeiBaeMbIix Ha APM;

yrpo3sl 6e3onacHoctr [1/1H, 00pabaThiBaeMbIX B BBIJICICHHBIX CPEACTBAX
o0paboTku (mpuHTEpaxX, IUIOTTEpax, TpadoNnOCTPOUTENIX, BBIHECEHHBIX
MOHUTOPAX, BUJIEOMPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEICHHUS U T.11.);

yrpo3bl 0e3omacHoctr [1/1H, mepegaBaeMbIX 10 CETSIM CBSI3H,

yIpO3bl  MPUKIAOHBIM  OporpaMmaM, C€  THOMOMIIBKO  KOTOPBIX
obpabateiBaroTcs [1/1H;

yrpo3sl  cucteMHomy [IO, oOecneuyuBaronieMy (QyHKIIMOHUPOBAHHUE
NCII/IH.



/. XapakTepuCTHKa UCTOYHUKOB Yrpo3 0€30MaCHOCTH NEPCOHAIBHBIX IaHHBIX B
NCIIdn

7.1. B ornomennu VICII[IH MoOryT cymiecTBoBaTh TpH THIA UCTOYHUKOB
yrpo3 6e3omacHoctu [1/1H:

AHTPONOT€HHbIE UCTOYHUKH Yrpo3 Oe3onacHoctu [1/1H;

TEXHOT€HHbIE UCTOYHHUKHU yrpo3 6e3onacHoctu [1/1H;

CTUXHUUHBIE UCTOUYHUKH Yrpo3 Oe3omnacHocTu [1/1H.

7.1.1. AHTpOIIOT€HHbIE UCTOYHUKH Yrpo3 Oe3omacHoctu [1/1H.

B xadectBe anTpornorenHoro uctounuka yrpo3 s UCIIIH nHeo6xoaumo
paccmaTpuBaTh CyObeKkTa (JIMYHOCTB), MMEIOIIETO CAHKIIMOHUPOBAHHBIM WU
HECAaHKIIMOHUPOBAHHBINA OCTYN K pabdore co mraTtHeiMu cpeactBamu UCII/IH,
JEUCTBUSL KOTOPOTO MOTYT TMPUBECTH K HapylIEHUIO 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX. AHTPONOT€HHbIE UCTOYHUKHU YIpO3 MO OTHOLICHHIO K
NCTIIn MoryT OBITH KaK BHEITHUMHU, TaK U BHYTPEHHUMU

Cpenn BHEIIHUX aHTPONOT€HHBIX UCTOYHUKOB BBIJICISAIOTCS CIIy4alHbIE U
IpeAHaMEPEHHbBIE NUCTOYHUKH.

Cnyudaiinple (HenmpeIHaMepeHHbIE) HMCTOYHUKA MOTYT HCIOJIb30BaTh
TaKHUe YSI3BUMOCTH, KaK OLIMOKH, coBepileHHble npu npoekTupoBanun UCIIH
U €€ DJIEMEHTOB, OIMMOKM B NPOrPaMMHOM OOECIEYEHUH; DPA3IUYHOIO pojia
cbou M oTkasbl, noBpexaeHus, npossisemsle B MCIIJIH. K Takum ncrounnkam
OTHOCHUTCSI IIEpPCOHA] IIOCTaBIUMKOB PpAa3jIW4YHOIO poOJa YCIyr, IEepCOHAI
HAJ30PHBIX OpTaHW3allMii W aBapuUUHBIX cIyx0 u T.m. [edictBus (yrpossl),
UCXOIAIIME OT JAHHBIX HMCTOYHMKOB, COBEPILIAIOTCA 10  HE3HAHUIO,
HEBHUMATEJIBHOCTH WM XaJIATHOCTHU, U3 JIFOOONBITCTBA, HO O€3 371070 yMbICA.

IIpennaMepeHHbIE HCTOYHUKY MPOSIBISIOTCA B KOPBICTHBIX YCTPEMIICHUAX

Hapywmurened. OCHOBHasg 1ellb TAaKUX HUCTOYHUKOB -  YMBIIIJIEHHAS
Jie30pranu3aiusi paboTel, BeIBOJ cucteM OpraHuzaluu U3 CTPOs, HCKaKCHHE
uHbOpMaUK 3a cyer IIPOHUKHOBEHHUS B NCIIIn IIyTeEM

HECaHKIIMOHUPOBAHHOIO JIOCTYTA.

BHyTpeHHMMH UCTOYHMKAMHU SIBISIIOTCS  CHELHMAIUCTBL B 00JacTu
IPOrpaMMHOr0 OOECHEUYEHUs U TEXHUYECKHUX CPEJICTB, B TOM UYMCIE CPEICTB
3amuThl  MHPOPMAILUU, WMEIOIIHNE BO3MOXKHOCTh HCIOJIB30BAHUSI IITATHOTO
obopynoBaHuss W mnporpammHo-TexHudeckux cpeAacts MCII[Ian. K Takum
UCTOYHMKAM OTHOCUTCS OCHOBHOW TMEPCOHAN, NPEACTAaBUTEIH  CIYXO
0€30macHOCTH, BCIIOMOTATEIbHBIN U TEXHUYECKUN TTEPCOHAT.

JIyisi BHYTPEHHUX MCTOYHHMKOB YTPO3 0C000€ MECTO 3aHMMAIOT YrpO3bl B
BUJIe  OMMOOYHBIX  JA€HCTBUS W (WIM)  HapyWIEHUH  TpeOoBaHUU
JKCIUTyaTalHOHHOM W WHOM JOKYMEHTAllMM COTPYJIHUKAMHU Y UYPEKICHHUS,
umeromux goctyn k UP UCIT/Ix. K mogo6HbIM yrpo3aM OTHOCSITCS:

HEMPEAYMBIIIJIEHHOE  UCKAKEHWE  WIM  yAaJleHUe  IpOrpaMMHBIX
KOMIIOHEHTOB;

BHEJIPEHUE U UCTOJIb30BAHUE HEYUYTEHHBIX TPOTpaMM;

WTHOPUPOBAHUE  OPraHU3ALMOHHBIX OrpaHUYEHUM (YCTAHOBJIEHHBIX
npaBuil) npu pabore ¢ pecypcamu UCIIAH, Bxiarouas cpeacTtBa 3alllUThl



uHpopmanuu. B yactHocTH:

HapylIeHUEe MpaBUI XpaHEHUS HHQPOPMAIIMU OTPaAaHUUYEHHOTO JOCTYMa,
WCIIOJIB3YEMOM TMPHU JKCIUTyaTalluu CPEJICTB 3alIUThl MH(POPMAIUU (KITIOUYEBOH,
napoJabHOM U ayTeHTUULIUPYIOLIEH HHPOPMALIHH );

NPEJOCTABICHUE TIOCTOPOHHUM JIMIIaM BO3MOXKHOCTHM JIOCTyNa K
CpeACTBaM 3alllUThl MH(POPMAIUU, a TAKXKEe K TEXHUYECKUM U MPOTPAMMHBIM
CpeACTBaM, CHOCOOHBIM TMOBJIUSTH HAa BBHINOJHEHUE TMPEIBIBISIEMBIX K
CpelCTBaM 3alIUThl HH(OpPMAIMU TPeOOBAHU;

HACTpOMKa U KOH(QUTYPUPOBAHUE CPEJICTB 3AITUTHI HH(POPMAIINH, a TAKXKE
TEXHUYECKUX M MPOTrPAMMHBIX CPEJICTB, CIIOCOOHBIX MOBIHUSTH HA BBIMOJHEHHUE
IPEABIBISIEMBIX K CPEJICTBAM 3alIUTHl HHGOpMAIUK TpeOOBaHUM, B HAPYIIICHHUE
HOPMATUBHBIX U TEXHUYECKUX TOKYMEHTOB;

HecooOIIeHne 0 pakTax yTpaThl, KOMIPOMETAIMK KIIFOYEBOH, MapOIbHOM
U ayTeHTUUIUpYOIelH nHpopMamnuu, a Takxke JIF00o Apyroil mHbOpMauu
OTPaHUYEHHOTO JTOCTYTIA.

HauGonpuryto omacHOCTh MPEACTaBISIOT TMpeJHAMEPEHHBIE YrpO3bl,
UCXOJIAIINE, KaK OT BHEIIHUX, TaK M OT BHYTPEHHUX aHTPOIOTCHHBIX
HCTOYHUKOB.

Heo0Oxonumo paccmaTpuBaTh CIEIYIOUIUE KIACCHI TAKUX YIPO3:

yIpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU JEUCTBUSMHU JIUL, UMEIOIIUMHU
noctyn k WCII[H, Bkitouas mosb3oBateneid MCII[IH M MHBIX COTPYIHUKOB
OpPEANpUATHS, peanu3ymuMu  yrpo3sl  HemocpencrseHHo B UCII/AH
(BHYTpEHHUHN HAPYIIUTEIb);

yIpo3bl, CBA3aHHBIE C MPEIHAMEPEHHBIMU JEHUCTBUSIMU JIUL, HE
uMmetromumu nocryna k UCIIJIH u peanu3yronuMu yrpo3bl U3 BHEITHUX CETEH
CBsI3M OOIIEro MOJb30BaHUS WM CETeH MEXIyHapOAHOTO WH(GOPMAIIMOHHOTO
oOMeHa (BHEUTHUNM HAPYIITUTENh);

yIpo3bl, CBA3aHHBIE C MPEIHAMEPEHHBIMU JACHUCTBUSIMU JIUL, HE
uMmeromumu goctyna k UCITH u peanusyroniumu yrpossl no TKY .

7.1.2. TexHoreHHbIE MCTOYHHKU YIpO3 HAMPAMYIO 3aBUCST OT CBOWCTB
TEXHUKHU. [laHHbIE MCTOYHHUKU TaKXKE€ MOTYT OBITh KaK BHEIIHHUMH, TaK H
BHYTPEHHUMH.

K BHEmHHM HWCTOYHHUKAM OTHOCSTCS HWH(PPACTPYKTYPHBIE DIEMEHTHI
UCTIIn: cpeactBa cBsa3u (TenedOHHbIE JMHUM, JUHUU TIEpelaydl NaHHBIX H
T.I.), CETH WHXKEHEPHBIX KOMMYHUKAIMi (BOJOCHAaOXKEHUE, KaHaJIW3alusl,
OTOIUICHHUE U TP.).

K BHyTpeHHMM HCTOYHHMKAM OTHOCSATCS HEKAUECTBEHHbIC TEXHUUYECKUE U
IporpaMMHBIEC CpeacTBa 00paboTku MH(pOpMAIMK, BCIIOMOTATEIbHBIE CPEICTBA
(oXpaHbl, CHUTHaIW3auu, TeaeOHUHM), JPyrue TEXHUUECKHE CPEJICTBa,
npumensembie B UCII/IH, a Takke BpeIOHOCHOE IPOrpaMMHOE OOECIICUCHHUE U
anmnapaTHbIe 3aKIaJKU.

7.1.3. AnmapaTHas 3aKiajaka.

AnmapatHble 3aKJIaJKU MOTYT OBITh KOHCTPYKTUBHO BCTPOCHHBIMU U
ABTOHOMHBIMU.
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ArnmaparHsle 3aKJIaJK1 MOTYT PEATU30BaTh YTPO3BI:

coopa u Hakoruienus [1/IH, oOpabaTsiBaembix 1 xpanumbix B UCIT/H;

dbopmupoBanus TKYU.

B cuwiy oTMedeHHBIX CBOMCTB amnmapaTHBIX 3aKIagoK 3(QexkTuBHas
3allKTa OT HUX MOXET OBITh 00ecreyeHa TOJIbKO 3a CUET TUIATENIbHOT'O yUeTa UX
cnenuUKM M COOTBETCTBYIOIIEH OpraHM3aluu TEXHUYECKOM  3allUThl
uH(OpMaLMK Ha BceX cTaausx ku3HeHHoro 1ukia UCITx.

7.1.4. Hocurtenb BpeJOHOCHOM MPOTrpaMMBl.

B xauectBe Hocutens BpeaoHocHou mnporpammbl B MCIIIH moxer
BBICTYNATh allapaTHbId JJIEMEHT CPEACTB BBIUMCIUTEIBHOW TEXHUKHA U3
coctaBa UCII/Ix nnu [10, BeINONHAIOIIEE POJIb MPOIPAMMHOTO KOHTEMHEPA.

Ecnu BpenoHocHass mporpaMma HE acCOLMUpPYETCs C KakKou-1ubo
NPUKIAJHON MporpaMMoi u3 coctaBa cuctemHoro uiu oduiero [0 UCII/IH, B
KaueCTBE €€ HOCUTEJS BBICTYAIOT:

BHEIIHUN MAIIUMHHBIN  (OTYY)KJaeMblil) HOCHTENb, T.€. JHCKETa,
ONTUYECKHUMN TUCK, Ja3epHBbIA AUCK, (QIALI-MAMATh, BHEIIHUNA KECTKUU JUCK U
T.IL;

BCTPOCHHBIE HOCUTENH HHPOpMAIUU (PKECTKHE JIMCKH, MHUKPOCXEMBI
ONEPATUBHOM MaMATH, MPOLECCOpP, MHUKPOCXEMBl CUCTEMHOM  IUIATHI,
MHUKPOCXEMBl yCTPOWCTB, BCTpaMBAE€MbIX B CHUCTEMHBIH OJIOK YCTpoiicTBa -
BUJI€OaJanTepa, CETeBOM MIaThl, yCTPONCTB BBOAA/BBIBOJA U T.1.)

MHUKpPOCXEMBI BHEIIHHUX YCTPOWCTB (MOHMTOpA, KJIABHATYpPBI, IPUHTEPA,
IUIOTTEPA, CKAaHEPA U T.II.).

B ToM cnydae, ecium BpeJOHOCHas IporpaMMa MOXKET OBITh
IPOACCOIMUpPOBaHa ¢ cucTeMHbIM wuiu obmmM [10, ¢ daiinamu paznudHOA
CTPYKTYpBl WIHA C COOOIICHUSAMHM, NMEPEIABAEMBbIMU IIO0 CETH, TO €€ HOCHUTEIEM
ABJISIIOTCS

nakeTsl nepeaaBaembix 1o cetu MICII/IH coobmenui;

(aiinel (MCTIOMHSAEMbIC, TEKCTOBBIE, TPaQUISCKHUE H T.1I.).

IIpy BO3HHUKHOBEHMM yIpo3 M3 JAHHOM TIPYINIBI  IMOABIAETCA
IIOTCHIAJIbHAs BO3MOKHOCTb HapyLICHUA KOH(UAECHLINATBHOCTH,
LIEJIOCTHOCTH, TOCTYITHOCTH M JIPYTUX XapaKTepucTHK O6e3omacHoctu [1/1H.

7.1.5. CruxuiiHple UCTOYHUKH Yrpo3 O6e3onacHoctu [1/1H.

CruxuiiHble UCTOYHUKH YI'pO3 OTJIMYaeTcs OOJBIIMM pa3zHOOOpa3ueM u
HEIPEICKA3yEMOCTBIO U SABJISIIOTCS, KaK IPAaBWIO, BHEIIHUMU 110 OTHOLIEHHUIO K
Yupexknenuro. llox HuMHM, mpexae BCEro, pacCMaTpUBAIOTCA Pa3IUYHBIC
IPUPOJHBIE KATAKIU3MBI: II0XKapbl, 3€MJIETPSICEHUSA, yparaHbl, HABOJHCHUS.
BO3HUMKHOBEHHE 3THUX HMCTOYHHKOB TPYIHO CIPOTHO3UPOBATH M UM TSIXKEIO
OPOTUBOJEHCTBOBATh, HO MNPU  HACTYIUIGHUHM  TOJOOHBIX  COOBITHH
HapymaeTcss mTaTHoe ¢yHkimonupoBanue camoir HCII/IlH u ee cpencts
3aI0MTBI, YTO  NOTEHIMAJIBHO  MOXET  IPUBECTH K  HApYIICHUIO
KOH()MJIEHIIMAJTbHOCTH, LEJIOCTHOCTH, IOCTYITHOCTH MU APYTHX XapaKTEPUCTHUK
6e3omacuoctu I1J1H.

Jammra OT Yrpo3, HCXOASAUIMX OT TEXHOTCHHBIX M CTUXUHHBIX
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HMCTOYHUKOB yrpo3 Oe3zonacHocTH IIJIH, permameHTHUpyeTcss HHCTPYKUHUSIMH,
pa3pabOTaHHBIMU M YTBEPXKACHHBIMU ONEPATOPOM C YYETOM OCOOEHHOCTEM
skcruryatanuu UCIT/H.

8. Mojens HapymuTesns 0€30MacHOCTH MEPCOHATBHBIX TAHHBIX
AHanu3 BO3MOXHOCTEH, KOTOPBIMHM MOKET 00JajaTh HapyIIUTENb,
IIPOBOJIUTCS B paMKaxX MOJIESIH HAPYIIUTENS.
[Ipu pa3paboTke MojaeNM HapyIIHUTENs 3a(UKCUPOBAHBI CIIEAYIOIIHE
MOJIOKEHUS :
6ezonacHocth [1/In B UCII[IH obOecnieunBaeTcsi cpeicTBaMU 3alllUThI
undopmarnuu VCII/IH, a Takke MCHOJIB3yeMbIMU B HUX HHGOPMAIlMOHHBIMU
TEXHOJIOTUSIMH, TEXHUYECKUMU u POrpaMMHBIMHU CpeACTBaMH,
YAOBJIETBOPSIOIIUMHU TpeOOBaHUAM 1o 3aIIuTe uHpopmarmu,
yCTaHABJIMBAEMbIM B COOTBETCTBMM C 3aKOHOJATeIhCTBOM Poccuiickoi
denepaunu;
cpenctBa 3amuthl uHbopmanuu (C3U) mratHO GYHKIMOHUPYIOT
COBMECTHO C TEXHHUYECKHUMH U TMPOTPAMMHBIMU CpEJICTBaMH, KOTOpPbBIC
CrOCOOHBI MOBIUATH Ha BBITIOJIHEHUE TIpeabsBisieMbIXx K C3U TpeboBaHmii;
C3U He moryT obecnieunTs 3amuTy [0 OoT AeiCTBUIA, BBITIOJIHIEMBIX
B paMKax MpeIoCTaBICHHBIX CYyOBEKTY NeHcTBUN nmomHoMounil (Hanpumep, C3U
HEe MoxkeT obOecrneunth 3amuty I[IJIH OT packpeiTHs JUIAMH, KOTOPHIM
IPEAOCTABJICHO MPABO HA HOCTYI K 3TUM JIaHHBIM).
8.1. Onmcanue HapymuTenen
C ToukuM 3peHus HaJIW4Ms MpaBa MOCTOSHHOTO WM Pa30BOr0 JOCTYIA B
koHTpoaupyemyto 30Hy (K3) o6nextoB pasmemenuss UCIIJIn Bce dpuzmyeckue
JUIIAa MOTYT OBITh OTHECEHBI K CIEAYIONIUM JIBYM KaTETOPHUSIM:
kareropus | - nuia, HE UMEIOLIME MpaBa JOCTYNAa B KOHTPOJIUPYEMYIO
3ony UCITH;
kareropus Il - nuua, umerore NpaBo A0CTyIa B KOHTPOJIHUPYEMYIO 30HY
NCIIdn.
Bce noreHimanpHble HAPYIIUTENN MOAPA3AEIAI0TCS Ha:
BHEIIHUX HApYIIUTENICH, OCYIIECTBISAIONIMX aTakd H3-3a TPEIENIOB
koHTposnpyeMoi 30ub1 UCIT/IH;
BHYTPEHHUX HApyLIUTEIEH, OCYIIECTBIAIONIMX aTaKh, HaxomsiCh B
npezaenax Koutponupyemoit 30a61 UCITJIH.
B kauecTBe BHENIHEr0 HAPYUIMTENS KPOME JIMI[ KaTeropuu [ TOMKHBI
paccMaTpuBaThCs Takke Juila kareropuu 1, Haxoasimuecs 3a npeaenamu K3.
B ornHomennn MCII[IH B kKayecTBe BHEIIHETO HApYIIUTEISIMU U3 4YHUCia
JU1 KaTeropuu [ MoryT BbICTyIaTh:
OBIBIIIE COTPYAHUKHU Y UPEIKICHUS;
MOCTOPOHHME JIMIA, TMbITAOIIMECs NoayuuTh Joctyn kK [l B
WHUILIMATUBHOM TMOPSIKE;
MPEACTABUTEIU MPECTYIHBIX OpraHU3aIUi.
BHemHui HapymuTenb MOXKET OCYIIECTBIISITh:
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nepexBat oOpabartbiBaeMbix TexHuueckumu cpeactsamu UCIIu [1/1x 3a
cuer ux yreukn 1o TKYM c¢ wucnonb3oBaHMEM TMOPTATUBHBIX, BO3UMBIX,
HOCHMBIX, & TAKKE€ aBTOHOMHBIX aBTOMATUYECKUX CPEJCTB Pa3BEAKH CEPUNHOU
pa3paboTKy;

JNECTPYKTUBHBIC BO3JCHCTBUSI uepe3 dJIEMEHThl HHGOPMAIMOHHON
unppactpykrypsl UCII/IH, KOTOpBIE B MpOIECCE CBOETO >KU3HEHHOrO IIUKJIA
(MoJlepHU3aIMsA, COMPOBOXKICHHUE, DPEMOHT, YTWIM3alMs) OKa3bIBAIOTCS 3a
npenenamu K3;

HECAHKIMOHUPOBAHHBIA JIOCTYyNn K WHGOpPMAlUM C HCIOJIb30BAHUEM
CIIELIMATIBHBIX MPOTPAMMHBIX BO3JIEMCTBUI MOCPEICTBOM MPOrpaMMbl BUPYCOB,
BPEJIOHOCHBIX MTPOTPAMM, AITOPUTMUYECKUX WIIM TPOTPAMMHBIX 3aKJIaJ10K;

nepexBaT WHGOpPMaAIMK, TMepellaBaeMOll 10 CETSAM CBSI3M  OOIIEro
MOJIb30BaHUS WJIM KAHAJIAM CBSI3M, HE 3aIMIIEHHBIM OT HECAHKIIMOHUPOBAHHOTO
noctyma (HCJI) k undopmariuu opraHnu3aliiOHHO- TEXHUYECKUMHU MEPaMH;

ataku Ha MCII/IH nyTeMm peanusainuu yrpo3 yAaJl€HHOro AOCTyma.

8.2. Buytpennuii Hapymmurens (inna kareropuu Il) monmpasnensiercs Ha
BOCEMb TPYINI B 3aBUCMMOCTH OT crmoco0a ¢ TIOJHOMOYHH JOCTyma K
uHpopmanronubM pecypcam (MP) UCIIH.

K nepBoii rpynmne oTHOCATCS COTPYJIHUKHU Y UPEKACHUSI, HE SIBIISIIOIINECS
3apEerucTPpUPOBAHHBIMU TOJIb30BaTENsIMU U HEe AonyiieHHbie k UP UCII/IH, HO
UMerolne caHKunoHupoBaHHbI qoctyn B K3. K aToii kaTteropun Hapymurtenen
OTHOCSATCS ~ COTPYAHUKHA  DPA3IUYHBIX  CTPYKTYPHBIX  MOApa3aeieHUi
IpEeANPHUATHI: SHEPIreTUKH, CAHTEXHUKH, yOOPILIHUIIBI,
COTPYIHHUKH OXpaHbl M JIpyrue JHia, OO0ecHeuyruBaroliue HOopMajIbHOE
GbyHKIIMOHUpOBaHUE 00bEKTa HHPOPMATU3AINH.

JIn1o maHHOM TPyNIIBI MOXKET:

pacronarartb MMEHAMU u BECTH BBISIBIICHHE napoJieu
3apeructpupoBaHHbIX nosb3zoBarenei UCII/IH;

U3MEHATh KOH(QUTYpAIMI0 TEXHHUYECKHUX cpeacTtB ooOpadbotku I1/1H,
BHOCHUTH TIporpammHo-anmapatubie 3akiaaku B [ITC UCII/x u oGecriedynBath
cheM HH(OpMAIMK, HCMOIB3YyS  HEMOCPEJICTBEHHOE  TMOJKIIOYECHHE K
TEXHUYECKUM CpelIcTBaM 00paboTKK nHMOpMAIUH.

Ko Bropoii rpymnme OTHOCATCS 3aperMCTPUPOBAHHBIE I0JIb30BATEIN
NCIIOH, ocymectBastomue orpannueHublii goctyn k UP UCIIH ¢ pabouero
Mecta. K 3TOM Kareropum OTHOCITCA COTPYAHUKH YUPEKICHHS, UMEIOLINE
npaBo joctyna kK JokanbHbiM WP HWCII[IH 118 BBINOJTHEHUS CBOMX
JIOJKHOCTHBIX 00SI3aHHOCTEM.

JIn1o naHHOM TPyNIbL:

o0JaaeT BceMu BO3MOXKHOCTSIMHU JIUI] IEPBOM KaTETOPHH;

3HAET, [0 MEHBIIEH Mepe, OJHO JIETAIBHOE UM JOCTYIA;

oOsajjaeT BCEMHM HEOOXOJUMBIMU aTpuOyTamMH (HampuMmep, MapoJieM),
ob6ecneunBatomum goctyn k UP UCIT/IH;

pacnosaraet 11/1H, K KOTOPBIM UMEET JOCTYII.

K Tperbeil rpymnme OTHOCATCA 3aperucCTPpUPOBAHHBIC IOJIB30BATEIIN
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noacuctem MCII[H, ocymectBasomme yaaideHHbld npoctyn k [IJ[H mo
JIOKAJIBHOM CETU Y UpEeKICHUS.
JIuio naHHOW IpyIIIb:

o0J1ajjaeT BCeMU BO3MOKHOCTSIMHU JIMI] BTOPOM KaTErOpUH;

pacnionaraetr wuHdopmainueir o tomnosoruu cetu WCIIIH u coctaBe
texuuuyeckux cpencts UCII/IH;

UMEET BO3MOXKHOCTHh MPsAMOro ((pu3nueckoro) nocTtyna K OTHAEIbHBIM
texuudeckum cpeactBam (TC) UCTI/IH.

K uyerBepToil rpymme OTHOCATCS 3aperuCTPUPOBAHHBIC IMOJB30BATEIU
UCIIlH ¢ m[oaHOMOYMSIMU — QJMUHUCTpaTOpa OE30MAaCHOCTU  CErMEeHTa
(pparmenTa) UCTI/IH.

JIu1o maHHOM TPk

obnmamaer moaHOM uWHQOpMarMed O CHUCTEMHOM U TPUKIATHOM
mporpaMMHOM o0ecrieueHud, ucrnoiibyemom B cermerte MCII/IH;

obnmamaer TmoNHOW wWHOpMamMEd O TEXHUYECKUX CpPENCTBaX U
koHpuryparnuu cermerta UCIIIH;

UMEET JOCTYI K CPeJICTBaM 3alllUThl HHOOPMAITUU U TPOTOKOJIUPOBAHUS,
a TAKXKe K OTJICJIbHBIM dJIEMEHTaM, UcToyib3yeMbiM B cermeHTe MCII/IH;

UMEET JIOCTYT KO BCeM TeXxHuueckuM cpeactBam cermenta UCIH;

oOnagaeT mpaBaMu KOH(PpUTYpUpPOBaHUS M aIMUHUCTPATUBHON HACTPOUKH
HEKOTOPOro MOJAMHOXECTBa TeXHNYeckux cpencts cermenta UCII/IH.

K mnsToll rpynme OTHOCATCS 3aperucCTpUPOBAHHBIE IOJIB30BATEIN C
MOJIHOMOYUSIMH CHUCTEMHOTO aIMUHHCTPATOPA, BBITTOJIHSFOILIET O
KOH(QUTYpUpPOBaHUE U  YIpaBICHUE MPOTPAMMHBIM  OOECIIEYEHUEM H
obopynoBaHueM, BKJIOYas O00OpyJAOBaHHE, OTBeYarolmee 3a Oe30MacHOCTh
3alIMIAEMOT0 OOBEKTa: CPEICTBA MOHUTOPHUHTA, PE3EPBHOTO KOMUPOBAHMS,
AHTUBUPYCHOT'O KOHTPOJIS, 3alIUThl OT HECAHKIIMOHUPOBAHHOTO J0CTYIIA.

JIno maHHOM TPyMIIbL:

obmamaer moJHOW wWHGOpPMAIMEH O CHCTEMHOM, CIICIHAIBLHOM H
npukiagHoM I10, ucnonszyemom B UCIIIH;

obnamaet moiHou nHpopmarmeit o TC u koruduryparun UCI/Ix

umeet goctyn ko BceM TC UCIIIH u naHHbIM;

oOnmagaeT mpaBaMH ~ KOHPUTYPUPOBaHHWS HW  aJIMUHHCTPATUBHOMN
Hactpoiiku TC UCIT/IH.

K mecroif rpynme OTHOCSTCS 3aperuCTPUPOBAHHBIE MOJb30BATEIU
NUCII[IH ¢ mnOMHOMOYMAMHM aJIMHHUCTpaTOpa O€30MaCHOCTU YUpPEKICHHUS,
OTBEUAIOIIETO 32 COOJIFOICHUE TPABHII Pa3rpaHUUEHUsT JOCTYIIA, 32 TEHEPAIUIO
KITIOYEBBIX  JJIEMEHTOB, CMEHY TMapoyie, KpUNTorpaduyecKyro 3aiuTy
uHbopMaru. AIMUHUACTPATOpP OE30MACHOCTH OCYIIECTBISET ayIOuT TEX JXKe
CPEACTB 3aIIUThl 00BEKTA, YTO U CUCTEMHBIN aIMUHHUCTPATOP.

JInio naHHOM TpyNIbI:

obnanaet noiaHoit uHpopmanueit 06 UCIIH;

HMMEET JOCTYI K CPEeACTBAM 3alIUThl MH(POPMAIIMU U MPOTOKOJIUPOBAHUS
U K 4acTH Ki1toueBbIX dsieMmeHToB UCII/IH;
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HE UMEEeT MpaB JOCTYNa K KOHPUI'YPUPOBAHHMIO TEXHUUYECKHX CPEJICTB
CETH 3a UCKIIFOUCHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

K cenpmoil rpynme OTHOCATCA JIMLIA W3 4YUCIA HIPOTPAMMHCTOB —
pa3pabOTYMKOB CTOPOHHEH OpraHu3aluM, SBISIOMMXCS noctaBimkamu 110 u
nuia, o0ecneyrBarouIie ero conpoBoxkaeHue Ha oobexre pasmenienus UCIx.

JIuo naHHOU TPyIIILL:

oOnagaer uHpopManMei 00 aiaropuTMax M MporpaMMmax o0O0pabOTKU
unpopmaryu B UCI1/IH;

o0nazaeT BO3MOXKHOCTSIMHM BHECEHHUS OIIMOOK, HEIEKIapUpPOBAaHHBIX
BO3MOKHOCTEW, MPOTPAMMHBIX 3aKIaJ0K, BPEAOHOCHBIX mnporpamm B IO
NCIIJIn Ha ctaguu ero pa3paboTKU, BHEAPEHUS U CONPOBOXKICHMUS;

MOXET pacnojiaratb J0biMu (pparmentamu uHpopmamuu o TC
o0paboTtku u 3amuThl uHpopmaru B UCIT/IH.

K BocbMmoii rpymime otHOcaTcs nepconali, oocayxusatonuii TC UCIH,
a TakkKe JuIa, 00ecleurBarolIMe MOCTaBKY, COMpoBOXIAeHUE U peMoHT TC
NCIIdx.

JIno naHHOW rpyNIb:

o0nagaeT BO3MOKHOCTIMH BHeceHus 3akianok B TC WCII/Ix Ha cTagumn
uX pa3pabOTKH, BHEAPEHUS U COITPOBOKACHUS;

MOKeT pacnoiarath pparmentamu uHbopmaruu o tonosorun MCIIH,
aBTOMATU3MPOBAHHBIX pabOYMX MecTaX, cepBepax U KOMMYHHUKAIMOHHOM
obopynoBanum, a Takke o TC 3anutel nHGopMmanmu B UCIIT/IH.

8.3. lpenmonoxeHus: 0 BO3SMOKHOCTSIX HAPYIIUTEIIS.

Jns nonydenus ucxogubix npaHHbix o HWCII[H nHapymmTens (kak I
Kateropur, Tak u Il KaTreropum) MOXKET OCYIIECTBIISITh IEpPEXBAT
3amu@poBaHHON MHPOPMAIIMKU U HMHBIX JaHHBIX, MEPElaBaeMbIX IO KaHalIam
CBS3M CETSIM OOIIero TMoJjb30BaHUA © (WMJIM) CEeTSIM  MEXIYHapOIHOTO
UH(GOPMAIIOHHOTO 00MEHa, a Takke 1o JokaabHbIM ceTsiM UCTI/IH.

JIro0oit BHYTPEHHHMI HaApYyIIUTEb MOXXET UMETh (PU3MYECKUN JOCTYI K
JIMHUSIM CBSI3M, CHCTEMAM JJIEKTPOITUTAHUSA U 3a3€MIICHUS.

[Ipenmonaraercsi, 4YTO  BO3MOXHOCTA  BHYTPEHHErO0  HApyLIUTENS
CYLIECTBEHHBIM  00pa3oM  3aBHUCAT OT JACHCTBYIOIIMX B  Mpeaenax
KOHTPOJIUpYeMOH 30HBI 00BekTOB pasmemienus MCIIJIH orpaHuYUTeIBbHBIX
($akTopoB, M3 KOTOPHIX OCHOBHBIMH SIBIISIOTCS PEKUMHBIE MEPOIPUSLTUS U
OPraHu3alMOHHO-TEXHUYECKUE MEPBI, HAIIPABJICHHBIC

IIPEAOTBPALLCHUE U NMPECEUEHNE HECAHKIIMOHUPOBAHHBIX JICVCTBHIA;

1o100p ¥ PacCCTaHOBKY KaJIpOB;

JOMyCK (M3MYECKUX JMII B KOHTPOJIHMPYEMYIO 30HY M K CpEACTBa
BBIYUCIUTEIbHON TEXHUKH,

KOHTPOJIb 32 MOPSAIKOM IPOBEACHUS padoT.

B cwiy 53TOro BHYTpEHHUN HapylIUMTEIb HE HWMEET BO3MOXXHOCTHU
nonydeHus cneruanbHeix 3HaHUM o MCII[H B oObeme, HEOOXOIMMOM IS
pelIeHUsT BOIIPOCOB CO3JIaHUSI M MPEOAOJICHUs cpeAacTB 3amuThl [I[IH, wu
HCKJIFOYAETCA €ro BO3MOYKHOCTH II0 CO3JaHUI0O M NPHUMEHEHUIO CIELUAIbHBIX
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MPOrPAMMHO-TEXHUYECKUX CpPEICTB peanuzanuu L[EJICHAIIPABIICHHBIX
BO3JICHCTBUI JAHHOTO HApPYIIMTENs Ha MOJAJEXAallHe 3alluTe OOBEKThl U OH
MOKET OCYUIIECTBJISITh IMOMNBITKA HECAHKIMOHHpPOBaHHOro nocryna k UP c
UCITOJIb30BAHUEM TOJIBKO IITATHBIX TpOrpaMMHO-TexHuueckux cpeacts UCII/n
0e3 HapyUIeHUS UX LIEIOCTHOCTH.

B0O3MOXHOCTh croBopa BHYTPEHHHMX HapylIUTeled MexIy CcoOOoH,
CroBOpa BHYTPEHHET0 HAPYIIMUTENS C IEPCOHATIOM OpraHU3alui-pa3padoTYNKOB
noacucteM  MCII[IH, a Takke cropopa BHYTPEHHETO W  BHEUIHETO
HapylmuTeNnel JoJbKHa ObITh HCKIIOYEHAa MPUMEHEHUEM OpraHu3allioOHHO-
TEXHUYECKUX M KaJpPOBO-PEKUMHBIX MeEp, JEUCTBYIOIIUX Ha OOBEKTax
pasmenienus UCII/IH.

8.4. [IpeanonoxeHus 00 UMEIOIINXCS y HAPYITUTENS CPEACTBAX aTakK.

[Ipennonaraercsa, 4YTO HapyUIUTENb HMMEET BCE HEOOXOAUMBIE JIJIs
IPOBEACHUS aTaK Mo JOCTYIIHBIM €MY KaHajaM aTak Cpe/ICTBa.

Buemnuit Hapymurens (inma kareropuu |, a taxxe snuma kareropun |l
Opy HaxoXkJIeHHH 3a npenenamMu K3) MOKET HCHONB30BaTh CIEAYIOLIUE
CpellCTBa JIOCTYIIA K 3aluiaeMoi nHpopmauu:

JIOCTYITHBIE B CBOOOTHOM Mpoake anmapaTHble CPeCTBA U MPOrPaMMHOE
obecrieyeHrue, B TOM UYHCIE NPOrpaMMHBIC U alapaTHble KOMIIOHECHTHI
KPUIITOCPELCTB;

CHEeIUalIbHO pa3paboTaHHbIE TEXHUYECKHE CPEACTBA M IMPOTrPaMMHOE
obecIrieueHue;

CpelcTBa TepexBaTa M aHajin3a MHPOPMAIMOHHBIX MOTOKOB B KaHAllax
CBSI3H;

CIlelMaJIbHBIe TEXHUYECKHE CpeIcTBa nepexBara napopmaiuu no TKYU;

mratHele cpenctBa HWCII[H (TOMbKO B clydae HUX pPacloOJOKEHUS
3anpenenamu K3).

BryTpenHnii Hapymurtenb I8 JOCTYyMAa K 3allHMIIaeMor WHGOpMAaIUH,
coaepxamnend I1/[H, MOKeT MCMoJib30BaTh TOJBKO mITaTHhIE cpeactBa MCII/IH.
[Ipy 3TOM €ro BO3MOXHOCTH II0 MCIIOJb30BAHUIO IITATHBIX CPEACTB 3aBUCIT OT
peanuzoBaHHbIX B UCII/{H opraHu3aiinoOHHO- TEXHUYECKUX U PEKUMHBIX MEP.

8.5. Onucanue KaHaJIOB aTaK

Bo3MOXHBIMM ~ KaHaJIaMM  aTak, KOTOPBIE MOKET HCIOJb30BaTh
HAPYIIUTENb JIJIs AocTyna K 3amuiiaemoit napopmanuu B UCIIIH, sBistoTcs:

KaHallbl  HETOCPEJACTBEHHOTO  JIOCTyNma K OOBEKTYy (BH3yajbHO-
ONTUYECKUM, aKyCTUUECKHUM, PUINIECKUIA);

ANIEKTPOHHBIE HOCUTENHN UH(OPMALINK, B TOM YUCIIE ChEMHBIE, CIAHHBIE B
PEMOHT U BBILIEIINE U3 YIOTPEOJICHHUS;

OyMakHbI€ HOCUTEIN HHPOPMAIINH;

HmITaTHbIe MporpamMmHo-anmapatubsie cpeactsa UCIIH;

KaOeJIbHbIC CHUCTEMBI 151 KOMMYTAllHOHHOE o0opya0BaHue,
pPAaCMOJIOKEHHBIE B MPEIEIaX KOHTPOIUPYEMOW 30HBI M HE 3aIlUIICHHBIE OT
HCJI x nuadopmaiim opraHu3aliiOHHO- TEXHUYECKUMHU MEpaMUu;

He3aluIeHHbIC KaHabl cBsI3u; TKYMH.
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8.6. Tun HapyLINATEIS pu UCIIOJIb30BAHUH B NCIIAn
KpUnTorpaguyecKkux CpeicTB 3allUThl HH()OpMALIUU.

[Tpu o6mene nndopmanueit mexay UCIIH 1 BHEIITHUMU IO OTHOILIEHHUIO
K NPEIIpUATHI0O UHPOPMALIMOHHBIMU CUCTEMaMH HEOOXOJIMMO HCIIOJIb30BAHUE
cpenctB kpunrorpaduueckoi 3amuTsl nHGopmanuu (CK3NM).

VYpoBeHb  Kpunrorpapuyeckod  3alIMThl  MEPCOHAIBHBIX  JAHHBIX,
ob0ecnieunBaemort CK3W, omnpenensercs nyTeM OTHECEHUS HapyLIUTENs,
JNENUCTBHUAM KOTOPOTO JOJKHO MPOTUBOCTOATH CK3M, K KOHKPETHOMY THILY, U
0asupyercs Ha MOJAX0JlaX, OMUCAHHBIX B «MeTOAMYECKUMHU PEKOMEHIALUsIMHU
0 00ECNEYEHHIO C IMOMOUIbI KPUNTOCPEICTB OE30MaCHOCTH MEPCOHAIBHBIX
JaHHBIX TpU HUX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX
JAHHBIX C UCIIOJIb30BAHUEM CPEACTB ABTOMATU3ALIUN.

9. AKTyaHBHBIe YTPO3bI 0e30IMacHOCTH MEPCOHAJIBHBIX TaHHBIX B
I/IH(i)OpMaIII/IOHHBIX CUCTEMAX IICPCOHAIIBHBIX JaHHBIX

J171s1 BBISIBJICHUS U3 BCETo TiepedHs yrpo3 6e3onacHoctu [1JIH akTyanbHBIX
nist UCIIIH onleHMBarOTCS JBa MOKa3aTeIIs

ypoBeHb ucxoaHoi 3amunieHnocty UCIIH;

4acToTa (BEPOSITHOCTH) peau3allii pacCMaTpUBaEMON YTPO3HI.

9.1. YpoBeHb HUCXOMHOW 3alTUIIEHHOCTH WH(POPMAITMOHHON CHCTEMBI
MIEPCOHAJIbHBIX JAHHBIX.

ITon ypoBHeM wucxognou 3amuuieHHoctd MWCIIIn nonumaetcs
0000IIIeHHBIN TTOKa3aTelb, 3aBUCAIIMA OT TEXHUYECKHX U IKCIUTyaTallMOHHBIX
xapaktepuctuk MWCII[H. IlepedyeHb AaHHBIX XapaKTEPUCTUK M TIOKA3aTENH
samquiieHHoctd UCII/IH, 3aBucsImue oT HUX, IToKa3aHel B Tabaume 9.1.

Jns onpenenenus ucxoanor 3amuiieHHoct MCIT[H paccuuThiBaeTcs
MPOLICHTHOE COOTHOIICHUE KaXJOr0 yPOBHS 3alUIIECHHOCTH KO BCEM
xXapakTepucTukam, umeronum Mecto s MCITIH.

Tabmuna 9.1

TexHuueckue u OKCIITyaTallMOHHBIC

xapakrepuctuku UCIT{n B C H

Ilo meppumopuanvrnomy pazmewjenuro

noxanbHas (kamiycHas) UCI1/IH, pa3BepHyTas B +
Trpejienax HECKOJIBKUX OJIM3KO PacHoIOKEHHBIX 3MaHUH

nokaneHasg CII/IH, pa3BepHyTas B npenaenax 0aHOro +
31aHUs

110 HAJIMYNIO COCAUHCHUSA C CCTAMUA 061uer0 IMOJIb30BaHUA

WCIIIH, nMeromiasi MHOTOTOYSYHBIM BBIXO B CETh +
00I1IETO TTOJIB30BAHUS

NCTIIH, nmeromas 0JHOTOYESUHBIN BBIXO B CETh OOIIETO +
TO0JIb30BaAHUS

UCIIH, puzndecku oTaeNeHHAs OT CETH OOIIero +
10JIb30BAHUS

Ilo 6écmpoennvim (ne2anbHbvim) onepayusam ¢
sanucamu 6a3 I1/[n

YTCHUE, IOUCK +
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3aMKCh, yTAJIEHUE, COPTUPOBKA +

Moau(pUKaIMs, epeaaya

1o pazepanuuenuio 0ocmyna K nepcoHaIbHbIM
OAHHbIM

HCIIIH, Kk KOTOpO# UMEEeT JOCTYI ONPEICICHHBIN +
MEPEYEHb COTPYAHUKOB OPraHU3ALNH, SBJISIIOIIAMCS
Branensiiem UCIIH

NCTI/H, Kk KOTOpOil UMEIOT JOCTYI BCE COTPYIHUKH
OpPraHM3al1y, ABJIAIOIIEHCS BIaJENbLEM

NCTIJIH ¢ OTKPBITBIM TOCTYIIOM

Ilo nanuuuro coeounenuti c opyeumu oazamu I1/JH
unvix UCII/[n

Wurerpuposannas UCII/H (yupexneHue ucnoyib3yeT
Heckosibko 0a3 [1JIn UCITIH, mpu 5TOM ydpexaeHue He
SIBJISIETCS BJIAJIETIbIIEM BCeX Mcnolib3yeMbix 0a3 [1/1H)

UCTIIH, B koTOpO# Mcnoyb3yeTcst oaHa 6a3a [1]1H, +
MPUHAIIIEKAIIAST YIPEKICHUIO - BIIAJICIBITY TaHHON
NCTI/In

Ilo yposHio obobwenus (obeznuuusanus) I1/J1

NCIIIH, B KOTOpO# IperoCTaBIsIEMBbIE TI0JIb30BATEIO +
JaHHBIC SABJISAIOTCA 00€e3IMYEHHBIMHU

HCTIIH, B KOTOpO# JaHHBIE 00€3TMUYUBAIOTCS TOJBKO MPH +
nepenave B Ipyrue OpraHu3aluu U 00e3IMUKUHbI IPU
MIPEI0CTABJICHUIO MOJIH30BATEIIO B OpraHU3aIiu

UCII/H, B KOTOPOI mpeaoCcTaBiIsieMbI€ MOJIb30BATENIO
JTAHHBIE HE SIBJISIFOTCS] 00€3IMYE€HHBIMU

Ilo ob6vemy I1/]H, komopsie npedocmasiaomcs
cmoporHum noavzosamenim UCII/[H 6e3
npeosapumenvHol 00pabomxu

NCTIn, npenocTapistomnias BCro 6a3y naHubix ¢ [11x

UCIIn, npenocrasistomas yacts [ +

NCTIH, HE MpeoCcTaBIAIONIe HUKAKOW HHPOPMaITUN +

Konuuecmeo pewenuti

Obwee Konuyecmao peuieHull 7

[Ipunumaercsi, uro WCII[IH wumeeT BBICOKUA YpPOBEHb MCXOJHOU
3amuineHHocT, eciu He MeHee 70% xapakrtepuctuk MCII[IH cOOTBETCTBYIOT
YPOBHIO «BBICOKHI», @ OCTaJIbHBIE YPOBHIO «CPEIHUIN».

B cnyuae, ecnu He menee 70% xapaktepuctuk WCIIIH oTHOocUTCS K
YPOBHIO «HE HUKE CPEIHET0», a OCTaJIbHBbIE K YPOBHIO «HHU3KHUI», TO UCXOIHAS
samuineHHocts UCIIH Oyner cpeiHero ypoBHs.

Bo Bcex ocrtampnbix ciydasx WCIIJIm Oyaer wMeTh HU3KWUN YPOBEHD
3alIMIIEHHOCTH.

9.2. OnpeneneHre akTyaJlbHBIX yIpo3 O€30MaCHOCTH TEPCOHATBHBIX
JAHHBIX [ OEHKH YPOBHS UCXOJIHOW 3aLIUIIIEHHOCTH BBOAUTCS KOADPUIUEHT
MCXOJIHOM 3alUIIEHHOCTH Y1, KOTOPBI MOKET MPUHUMATh 3HAUCHUS

0 - 1151 BLICOKOM CTENEHHM MCXOHOM 3al[UIIEHHOCTH;

S - I CpeaHeH CTeTIeHU UCXOIHON 3alUIIEHHOCTH;
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10 — nns HU3KOM CTETIEHU UCXOIHOM 3allUIIIEHHOCTH.

CnenyrouuM  mapaMeTpoM,  HEOOXOIMMBIM  JUJIsi  OMpeJeieHus
aKTyaJbHOCTU yrpo3 Oe3omnacHoctu [1/1H, siBrseTcs yactoTa (WJId BEPOSTHOCTD)
peanu3aiu yrpo3bl, MOJI KOTOPOW MOHUMAETCS ONPENENICHHbIH AKCIEPTHBIM
nyTeM IOKa3aTelb, XapaKTepU3yIOUUA BEPOSITHOCTh pealn3aliil KOHKPETHOM
yrpo3el  Oe3omacHocty  [I[In gma WCII[H B peasbHBIX YCJIOBUSX €€
GyHKIIMOHUpPOBaHUSL. BBOAWUTCA dYeThIpe 3HAYEHHS ATOrO0  IOKa3aTeds,
0003HayaeMoro kak Y2:

MaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIE TMPEANOCHUIKH IS
OCYIIECTBIICHUS YTPO3bl (HAPUMED, YIpo3a XUIEHUs] HOCUTEJIeH UH(pOopMaIuu
JUIAMH, HE UMEIOIIMMH JIETAIBHOTO JIOCTyMNa B IMOMEIIEHUE, TNI€ TMOCJICIHUE
XpaHATCS);

HU3Kasg BEPOSTHOCTb - OOBEKTHBHBIE MPEANOCHUIKH [JIs pealn3aiuu
yIpo3bl CYIIECTBYIOT, HO TMPHUHATHIE MEPhI CYIIECTBEHHO 3aTPYIHSIOT €¢
peanuzanuio (HarpuMep, MCIOIb30BaHbl COOTBETCTBYIOIINE CPEJCTBA 3aIUTHI
uHbOpMaLIHH);

CpelHsisi BEPOSITHOCTh - OOBEKTHBHBIE MPEANOCHUIKA IS peau3aliiu
yIrpo3bl CYIIECTBYIOT, HO TIPUHATHIE Mepbl oOecreueHus Oe3zomnacHoctu [1/[H
HEJIOCTATOYHBI;

BBICOKAsi BEPOSITHOCTh - OOBEKTHUBHBIE MPEANOCHUIKH ISl peanu3aluu
yrpo3bl CYIIECTBYIOT U Mephl Mo obOecnedyenuto OesomacHoctu I1J[H He
PUHSTHIL.

JlaHHBII 1MOKa3aTeNlb MPUHUMAET CIIeAYIONUE 3HAUCHUS

0 — 111 ManmoBEPOATHOMN YrpO3bI;

2 - 11 HU3KOM BEPOATHOCTHU YIPO3BI;

S — i cpefaHeil BEpOATHOCTH YIPO3bI;

10 - 151 BBICOKOW BEPOSITHOCTH YTPO3BI.

Hcnons3ys 3Ha4YeHWS NPUBEACHHBIX BHIIIE TMokazarened Y1 u Y2,
BBIUUCTSICTCS KOA(DPUIMEHT pealn3yeMOoCTd yrpo3bl Y, OmpenesieMblil
cootromenneM Y = (Y1+Y2)/20.

B 3aBucumocTH OT CcBOero 3Ha4eHHS 3TOT KOIPGUIMEHT TPHUHUMAET
3HAYCHUS:

0 <Y <0,3 - peanuzyemMocTh yrpo3bl MPU3HAETCS HU3KOM;

0,3 <Y <0,6 - peanuzyeMocTh yrpo3sl npusHaetTcsi cpeaneit; 0,6 <Y <
0,8 - peanm3yemMoCTh yrpo3bl MPU3HAETCST BHICOKO;

Y > 0,8 - peanuzyeMoCTh Yrpo3bl TPU3HACTCS OYCHBb BHICOKOM.

Janee maetrcs olleHka omacHOCTH Kaxkaou yrposbl [1JIn nms WMCIIH.
JlaHHasi OIleHKa HOCUT SKCIEPTHBIM XapaKTep W TMOJy4YaeTcs IyTeM OIpoca
AKCIIEPTOB B oOnactu O6e3omacHoCcTH wHpOpManuu. J[aHHas OlEHKa WUMEET TPH
3HAYCHUS:

HHU3Kas OIACHOCTb - €CJIM peain3alusi Yrpo3bl MOXKET IPUBECTHU
K HE3HAYUTEIbHBIM HETaTUBHBIM MOCJIEACTBUSAM Ji cyObekToB [1/H;
CpelHsAsl OINACHOCTh - €CIA pealu3alus Yrpo3bl MOXET IPUBECTHU

K HCTaTUBHBIM IMOCJIICACTBUAM AJIA CY6’BGKTOB HHH,
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BBICOKAsi OINACHOCTh - €CJIM pealu3alus yrpo3bl MOXKET I[PUBECTH
K 3HQUUTEJIbHBIM HEraTUBHBIM MOCIEACTBUAM Il cyObekToB I1/[H.

[Tocnie mpocuera Bcex mokaszareiae NPOU3BOIUTCS OLICHKA aKTYyaJIbHOCTHU
Kaxoil yrpo3sl 6ezonacHoctu [1/In mpu ux obOpaborke B UCIIIH ucxoas us
MaTpHUlIbl, TpUBeaeHHAs B Ta0auue 9.2.

Tabnuna 9.2
Peanuszyemocts IToka3arens onacHOCTH yrpo3bl
YIpO3bl Huskas Cpennsis Bricokas
Huzkas HeaKkTyaJlbHas HeaKTyaJbHas aKTyaJpHas
Cpennss HeaKkTyaJlbHas aKTyaJibHas aKTyajbHas
Bricokas aKTyajibHas aKTyajibHas aKTyaJpHas
OueHnb aKTyaJibHas aKTyaJlbHas aKTyaJbHas

Ha ocHOBaHuu monokeHUW MOJENU Yrpo3, MOJEIU  HapyUIUTes,
naHHbIX 00 wucxomnoi 3ammmenHoctd MWCIIAa (Y1), xoadduimenre
peanuzyemoctu yrpo3sl (Y), BepostHOocTH ee¢ peanusanuu (Y2), a Takke
IKCTIEPTHOM OLICHKH OTIACHOCTH YTPO3bl, ONPEILIAETCS aKTyalIbHOCTh KaXK10H
yrpo3bl 0e3omacuoctu [1/1H, oopadateiBaembix B CIT/IH. (Tabmuma 9.3)

Taomuna 9.3

VYrpo3sa 6e3omacHOCTH Bepostaocts | Koaddumuent Ouenka Ornenka
peamu3aniy | pealm3yeMOCT | OITAaCHOCTH | AaKTYaJIIbHOCTH

yIpO3bl U YIpO3bI YIpO3bl YTpO3BbI

Pazrnamenue, nepenaya
WJIU yTpaTa aTpuOyTOB

pasrpaHu4YCHUs JOCTYyIIa K
VCII/Tn

5 0,75 CpemHsis aKTyaJbHas

Hapymenue npaBun
XpaHEHUs aTpuOyTOB

pasrpaHu4YCHUs JOCTYyIIa K
VCIIJTn

5 0,75 HU3Kas aKTyaJbHas

Hecoobmenne o dakrax
yTpaThl, KOMIPOMETAIHH
aTpuOyTOB pa3rpaHUYCHUS
nocryna k UCITn

10 1,0 BBICOKas aKTyaJgbHas

BHez[peHHe ar¢HTOB B

0 05 BBICOKash | AKTyaJbHasi
YHCIIO TIEPCOHANIA CUCTEMBI

HecaHknmonupoBaHHbIN
3allyCK  TEXHOJOTMYECKHX
[Iporpamm, CIOCOOHBIX MpHU
HEKOMIIETEHTHOM
UCIOJIb30BAHUU

BBI3bIBATH IMOTEPIO PabOTO- 2 0,6 BBICOKAsI aKTyaJbHas
CIIOCOOHOCTH CHCTEMBI HJIH
OCYIIECTBISIOMINX
HeoOpaTUMble U3MEHEHHUs B
cucreme ((opmatupoBanue
WIH  PECTPYKTYPH3AIHIO
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HocuTened  MHpOpMAaIHH,
yJaJIeHUe JJAHHBIX U T.I1.)

BBon OLIMOOYHBIX
JIAHHBIX

10

1,0

HHU3Kad

aKTyajibHas

JIeiCTBHsL ~ COTPYIHHUKOB,
MPUBOISALINE K YACTUUHOMY
WIM  IOJHOMY  OTKasy
CUCTEMBbl WJIHM HApYyLUICHUIO
paboTo- CIIOCOOHOCTH
anmnapaTHbIX WK
MIPOrPAMMHBIX CPEJICTB

0,75

BBICOKas

aKTyaJjibHast

HUrnopupoBanue
OpraHU3alMOHHBIX
OTpaHUYECHUI
(YCTaHOBJIEHHBIX  ITpaBHJI)
ripu padote ¢ T1]]

10

cpenHsst

aKTyalibHas

®u3nyYecKoe  pa3pylieHue
WJIM BBIBOJ M3 CTpPOS BCECX
HJIM OTACILHBIX HauoOoee
BaAXHBIX KOMITIOHCHTOB
UCIIx

0,5

BBbICOKas

aKTyallbHas

3aKynKl HECOBEpPIICHHBIX,
yCTapeBLINX Wi
HEMEePCIEeKTUBHBIX CPENICTB
nHpopMaTH3aIuu u
MH(POPMAITMOHHBIX
TEXHOJIOTHH;

0,5

HU3KadA

HCaKTyalibHas

XHUIIeHUEe HOCUTEIEH
HHpOpPMALIUH, COIEPKAIINUX

A

0,6

BBICOKAsA

aKTyaJibHas1

To ke, BHEIITHUM
HapyIIUTEIh

0,6

BBICOKAsA

aKTyaJibHas1

Hezakonnoe nonydenue
MapoJjen u Ipyrux
PEKBU3UTOB pa3rpaHUYCHHUS
nocryna k UCITn

0,75

CpCaHsaAa

aKTyaJibHast

To ke, BHEITHUM
HapYIIUTETh

0,6

CpCaHsaAa

aKTyaJibHast

HecankinonupoBaHHas
Mo (UKaITUS
MIPOTrPaMMHOTO
oOecreueHust

0,75

BBICOKaAs

AKTyaJibHast

To xe, BHEITHUI
HapylUTEIb

0,6

BBICOKaAs

AKTyaJibHast

ITepexsar I1/1,
Iepe1aBaeMbIX 110 KaHajlaM
CBSI3U

0,5

BBICOKaAs

aKTyaJibHast

To xe, BHEITHUI
HapyILIUTEIb

0,5

BBICOKas

aKTyaJibHast

HecaHKLII/IOHI/IpOBaHHOC
KOIITMPOBAHUC HOCHUTEIeH

0,75

cpeaHsis

aKTyaJibHast
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nHpopmanmu c [1]]

To xe, BHSIITHUI
HapyIIUTEIh

0,6

cpenHsist

aKTyajibHas

UYUrenue ocTaTouHOU
nHpOpMaINU U3
OIEPaTUBHOM

MaMSTH U C BHEIIHUX
3alIOMMHAIOIIUX YCTPONUCTB

0,5

HU3Kasd

HCaKTyalibHas

To xe, BHSIITHUI
HapyIIUTETh

0,5

HU3Kasd

HCaKTyalibHas

Henpennamepennoe
3apakCHHE KOMIIBIOTEpa
BHUpyCaMH

0,75

HU3Kas

aKTyallbHas

[Ipenqnamepennoe
3apakCHHE KOMIIBIOTEpa
BUpyCaMH

10

1,0

HU3Kas

aKTyallbHas

BwmemarenscTBO B mporece
(hYHKIIMOHUPOBAHUS
NUCII = ,

ceTelt 00IIero Mmoyb30BaHUs
C TENBIO
HECAHKIIMOHUPOBAHHOM
MOAU(PHUKAIIIHN TAHHBIX

0,75

BBICOKas

aKTyallbHas

To ke, BHECIITHUM
HapyIIUTEIh

0,6

BbICOKas1

aKTyaJbHas

HecankimonupoBanHoe
BHEJpEHHE U
WCTIOJIb30BaHUE
HEYYTEHHBIX ITPOrPaMM, HE
SIBIISTFOTITMXCST
HEOOXOAUMBIMHU ISt
BBITIOJTHCHUS
COTPYIHUKAMHU CBOUX
CITyeOHBIX 00s13aHHOCTEH

10

1,0

CpemHsis

aKTyaJibHas1

To ke, BHEITHUM
HApYIIUTETh

0,75

CpCaHaAa

aKTyaJibHast

Heymsbinennoe
MTOBPEKACHUS BHEIHUX
KaOeJIbHBIX CUCTEM CBSI3U

0,6

HHU3Kasd

HEaKTyaJibHas

Bo3HUKHOBEHME MMOXKApPOB B
HENOCPEICTBEHHOU
OJIM30CTH K ITOMEILICHUSIM, B
KOTOPBIX 00pabaThIBArOTCs
ITJI u apxuBam I1J]
pe3ynbTaTe HeUCIPaBHOM
ANEKTPOTIPOBOIKH,
HEHCIIPABHBIX
TEXHUYECKUX CPE/ICTB,
HapYIICHUS

COTPYIHHKAMU TIPABHI
MIPOTHUBOTIOKAPHON

0,6

BBICOKaAs

aKTyaJibHast
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0€30I1aCHOCTH.

Pazpyuienue 3nanui,
OTACIBbHBIX HOMCIJ_ICHI/Ifl

0,5

BBICOKas

aKTyajibHas

Bo3zneiictBue
aTMoc(epHOTO
AJIEKTPUYCCTBA

0,75

HU3Kasd

aKTyaJjibHast

Bo3HukHOBeHUE
CTUXUUHBIX 0Yaros
I0YXKapoB

0,6

HU3Kasd

HCaKTyalibHas

ABapuu B cucremax
JNEKTPONUTAHUS

0,75

HU3Kas

aKTyalibHas

Hapymenne
TEMIIEPaTypHOTO PEKUMa B
IIOMCIICHHUAX C
KPUTHUYCCKUM
000pyI0BaHUEM
pe3ybTaTe HEUCIPABHOCTH
CHCTEM
KOHIAWITMOHWPOBAHUS

0,75

cpenHss

aKTyalibHas

ABapuu B cucremax
OTOIUICHUS U
BOJIOCHAOKEHHS B
HEMOCPEACTBEHHOMN
OJIM30CTH K TIOMEIIICHHSIM, B
KOTOPBIX 00pabaThIBAOTCS
ITJI u apxuBam I1]]

0,75

CpemHsis

aKTyaJbHas
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